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Abstract: Android side channels may leak users’sensitive information. The existing Android side-channel attacks
were analyzed and classified according to the type of the privacy-sensitive information with their inference models.
The mainstream privacy inference approaches were analyzed and the deployed scenarios of these attacks were sum-
marized. In addition, the mechanisms were discussed to detect or suppress the side-channel-based attacks and dis-

closed their limitations. Finally, the potential directions of research on side-channel-based privacy inference in An-

droid systems were proposed.
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Pro N R 8 T LAV 1) X 28 B FARBURE
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Wi 2 R FH X SR 52 AR AP R BeRA SRR R HE T
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7t Android B &, H P ERFAIR QIR
ZAPIR: NAPRESIR RS HP RSN
PR RIBARBL . HIAS N (B AT H
SN IR (R Sz A TIRas . #ilan, H P 4o
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Android /Z&%ET Linux WZIT KN Bh#EAE
R, CNZABRAEE AL Linux WX Z4
B (3Lt E), Android RGN HFEFIE TR
AP BEA Linux WEZHAEK proc XA R4

(procfs, proc file system) Fl sys A 24t (sysfs,

sys file system), {45 Andorid R HE L1 H 2
J¥#2 11 (API, application programming interface) .
AR SCHE N PR A A JE IR K v R A 145 T8 A
HKYE S A Linux JZ2 AR IEETE CRFR
Linux /211518 A1 Android JZ N R P32 13415
1 (fEFK Android JZIA(5IE) .
2.1.1 Linux &3k A F R 245 AR
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A4 (statm.drs) Z5. SCHER[91HFEH, Android
FRGE D AR TR N A7 AR 00 U 4 1 L VE G 1) R T
R I G FH 0 A 1 B s B P
A7 TEL (statm.drs) 55 30 U0 245 76 V8 4 AN [A] DT
IR A AR AL 1, FF DA X A3 AN R Y L, 55
T OE P Y 0] N e s B HEIN ety o SCHR[10]
RIL Android RGEAEHEATH 7 FHinv)s, NH
HEFEAE 20 A 30RE (SurfaceFlinger) 3L ZE A
frat K, a5 N HEREEZF
(GraphicBuffer) [FR/NF I, X BN FH ik
A A SRR AT BERR (R A e . SN
3 O N R 3 S R N AF Cstatm
size-statm.drs) “ZALKAT I Android W H ¥ 5t [f
(UL wuser interface) VJ#eiT X, Z )54 &
/proc/<pid>/stat SCEFHE AL CPU 44 F I [H] 5545 KL
DU R P X AR D0 SR N SR, SEBOR
FH DU W i s P AR Bt
FIH sysfs S it D FE(E SHEM P [
FAA A —Fofr e 2R ()35 T B FAHEDN Kooty o Android
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ANFI RS B2 DIFE, W 7 sl /NSRS () 2y
FELLI Y BTN DhFE K . #23h i & K DR S B
ST N PR A P AT A, A —FiaT A
H N RS HAR A 5 TE . R sysfs P4 r L |
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AEE BRI B, Herp g 1) T
I FHRR A JA sh B B hFes X, 00 iz
AT R HRER ;s 2) AR SRR e P S 1 () e
B, ST FH P TE A D00 WA P S FH R P S 1 ) 4
s 3) AR A % A IS 1R DI e Je) 2442 A Ik
o HEN P AR i i
BB AL 8 AL B W D FERAAE,  SEILGT HT - 2
PAEE AN BEAh, 53— MEGE N R 3l i (1) D)
FEEIEETE SR EEOCIE, b b - A7 8 S ki
(ROBERY, SEHU P 7 & e,
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BroadcastReceiver & 2 MR ] Android 214171

Android ) £ 1 W9 26 ZCH A A% 0 DR A7
£ proc L RS /proc/uid_stat/<uid>/Fl sys SCAF:
Z 4L 1)/sys/class/net/<interface>/statics/H, HH,
AU AN R et B0, o LA 45 08 A5 4%
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Pl o BR IS =0 H A5 TS
L RUVINGEN SCHR[9~11]
Linux /= B SCHRLL,12]
(procfs, sysfs) o ‘
R EDIRAS WG SCHR[11]
FulEHG Android |2 EIRE-2/ix SCHR[13]
ndroid /= Sl 31 = NI
(Android APY) {xUmd% ' %LW([13,14]
SRR S SCHR[15,16]
A Hardware 2 iR g, % SCHR[17,19,21]
BEVSS  fhkem. BHg  HHBCTIERA SCRRD18,20]
WfE1E
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AL o BEIURFIE 5 EEAR 4 S B 1K Be i 3 5t HAk
WEIC. BEAAHENIZ 16 7 V208 5 A SR (R UL A
POl 2R, WM IT A Jaccard FREL
(Jaccard index) A H] ] JH%E (DTW, dynamic
time warping). FHHLARM (random forest). SZ#¥
i AL (SVM, support vector machine) . B& Ly /K 1]
FAETY (HMM, hidden markov model). fEIffHL
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S BT BRI B BRSSP A, BB I 2R
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SRR, %07 VERRE W2 AR SO S A HEM ) HE
ik SCHRR[42]32 H—FhEFXIRIH procfs 24K
AR S A I S B i B A . 1%
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